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BII'YK O®IIIHHOTO OITOHEHTA
Ha jgucepramniiay po6oty Cremroka Mukoiau BacuaboBuua «Memoou ma 3acobu
3a0e3neyenns GIOMOBOCMIUKOCMI MA HCUBYYOCMI CNeyiani308aHUX HGOPMAYiHUX
MEeXHONO02Il 8 YMOBAX BNIUBIE 3JIOBMUCHO20 NPOSPAMHO2O 3a0e3neyeHHsay, TIOJaHy 10
3aXHUCTYy Ha 3700yTTS HAYKOBOTO CTyIeHs A0KTopa (isocodii 3 ramysi 3Haub 12

«lngpopmayitini mexnonoeiiy Ta cnemianbHocTi 123 «Komn tomepha insicenepisy.

1. AKTyaJIbHICTh TEMH JUCEPTALIHOI po00TH

3abe3nedueHHsT HENMEPEPBHOCTI IOCTYITY /10 pecypciB iHpopmaniiaux cucrem(IC)
B KOPIIOPaTUBHUX Mepexkax, SKi QyHKIIIOHYIOTh, 37¢01IBIIIOTO, B arpeCUBHUX, TIOCTIHHO
MIHJIMBUX YMOBaX €KCIUTyaTallil, € OJHIEI0 13 HaraJJbHUX HayKOBUX 3a7a4 CbOTOJICHHS.
HaykoBusiMu pi3HUX KpaiH BeIeTbCs MOCTIMHA poboTa 3 po3poOKH HOBUX METOIIB
3a0e3MevYeHHs BIIMOBOCTIMKOCTI, JKUBYYOCTI, MOJIEIIOBAHHS JECTPYKTUBHUX BIUIMBIB
Ta TPOIECiB 1 3aco0iB, MO iM TPOTUIIIOTh. AJle HE3BAKAKYM HA JIEAKl YCIHiXH,
3aJIMINAETHCS HE FapaHTOBAaHUM IMOBHUI 3axucT iHpopmaii Ta QyHkuionyBanHs [C
3IIHO  33JJaHMX T[apaMeTpiB B yMOBaxX BIUIMBIB 3JIOBMHUCHOTO MPOTPaMHOTO
3abe3neuenHs (3[13) Ta koM’ IOTEPHUX aTak.

Tomy nuceprarist Cremoka M.B., npucBsiuena po3poOeHHIO clieliali3oBaHuX
iHpopmariiinux Texuosorii (IT) 13 3ab6e3neyeHHsM X BIAMOBOCTIMKOCTI, )KUBYYOCTI Ta

Oe3nexku B ymoBax BIuKBiB 3[13, € akTyanbHO0.



2. 3B’A30K po00TH 3 HAYKOBMMH NPOrPaMaMHu, TEMaMH.

JlocnipKeHHs, pe3ysIbTaTh SIKOTO BUKJIAJEHO B JUCEpTallii, BAKOHAHO B PaMKax
BUKOHAaHHA  KadeapaJbHUX  HAYKOBO-AOCHIIHUX  poOIT  3a HaCTyITHUMU
JEPKOIOIKETHUMU TEMaMH:

- Nel1b-2019 «AreHTHO-Opi€HTOBaHA CHUCTEMa IiJIBUIICHHS OE3MEKH Ta SIKOCTI
OporpaMHOro  3a0e3neyeHHs KOMIT'IOTepHHX  cuctem» (Ne  nmepkpeectparii
0119U100662);

- Ne1b-2021 «CamooprasizoBaHa po3noJijieHa CUCTEMAa BUSBJICHHS 3JI0BMUCHOTO

nporpamMHOro 3a0e3medeHHs B KOMIT'IOTepHUX Mepexax» (Ne mepkpeecrtparrii
0121U109936).

3. HaykoBa HOBHM3Ha pe3yJbTaTiB AMcepTaliiiHOI po00TH.
J10 OCHOBHUX HAayKOBHUX PE3y/IbTaTiB IUCEPTAIHOT pOOOTH CITiJT BITHECTH:

1) po3pobimeHo MeToJ TIOKpalleHHs KiOepOeslmeKkn IUIIXOoM  iHTerparii
KOMITOHEHTIB HaJMIpHOCTEH, SIKHM Ha BIIMIHY BiJ ICHYIOUHX, PO3IIUPIE MOKIUBOCTI
IT B wacTHHI iX aJaNTUBHOCTI Ta 3a0€3IeUy€ aBTOMATHYHY 3MiHY alrapaTHO-IPOTPaMHOT
KOH(QIryparii, mo ao3Bosisie cTBoproBatd BiaMoBocTiiki [T mono BrmmsiB 3113 Ta

KoMI’ IOTCPHUX aTaK;

2) po3pobiieHo MeTon 3a0e3neueHHs KUBYYOCTI crerianizoBaHux [T Ha ocHOBI
aHaji3y MapkepiB Ta 30epexeHoi iHhopmarlii Jyisi cCaMOJAO0CTIKEHHS, SIKUI Ha BIIMiIHY
BiJ1 ICHYIOUHX, 30epirae iHdhopmarriro mpo KIIF0Y0B1 IPOIIECH Ta 3I1CHIOE IX caMOaHalIi3,

10 JTa€ MOKIUBICTh ekcinryararii I'T B ymoBax BrtuBiB 3I13 Ta KoMIT IOTEpHUX aTakK;

3) po3pobiieHo MeToA 3a0e3MeueHHs 3aXUCTy 1HpopMallii, KWW Ha BIIMIHY BiJl
ICHYIOYMX, TIOJIATAE HA TTOETHAH1, HApsAy 13 opraHi3alliiHiMu 3axo1aMu, inTerpami 1T
METOAIB CETMEHTYBaHHS Mepexi, KpunrorpadigyHoro 3axucry, IBOGAKTOPHOI
aBTeHTH(]IKAIIT TPOrpaMHOro 3a0e3MedeHHs, iMiTalii  XHOHUX OO0 ’€KTIB aTakw,
PE3epPBHOTO KOIIIOBAHHS 3 TEPUTOPIAIBHIM PO3MEKYBAHHAM MICIIh 30€piraHHs KOIIiH,
10 J03BOJISIE CTBOPIOBATH KOMIT FOTEPHI 3aCO0M 3 BUCOKHMM piBHEM KiOepOe3reku B

ymoBax BIUIMBIB 3113 Ta koMM I0OTEpHUX aTaK;

4) Boepiue po3pobseHo MeTo] 3a0e3MeYeHHs BIIMOBOCTIMKOCTI, )KMBYYOCTI Ta

3axucty iH(opmarii cnerianizoBanux [T, skuii 6a3yeThcsi Ha 1HTErpaiii METOIIB



3a0e3evYeHHs BIAIMOBOCTIMKOCTI, )KUBYYOCT1 Ta 3aXUCTy 1H(OopMaLii 3riiHO iX 30IriB B
CTaHaxX Ipu pearyBaHHI Ha BIUMBU 3113 Ta KOMI'IOTEpHUX aTak, L0 HAAAJIO0 3MOTY

cTBOproBaTH crienianizoBai [C 3 mokpaieHUMH XapakTepucTUKaMu KibepOe3nek.

4. KopoTkmnii anajiiz 0CHOBHOIO 3MiCTy aucepTaumii.

HaykoBwuii piBeHb BUKIIaJIeHHS aucepTallii Bignosigae sumoram MOH Ykpainu.
Ha3ga nuceprarii anexkBaTHo BiioOpakae ii 3MICT.

Y 6cmyni oOTpYHTOBaHO aKTyalbHICTh TEMH AWCEpTAaIlii, BU3HAYCHO METY Ta
OCHOBHI 3aBJIaHHS, TIPEIMET Ta 00 €KT, BiIOOpaKEHO HAYKOBY HOBH3HY 1 MPaKTHYHE
3HAYEHHS OJIeP)KaHUX PEe3yJIbTATIB.

Y nepwomy po30ini 3MIMCHEHO aHaji3 NPEIMETHOI 001acTi JOCHIKEHHS,
BHJIUICHO HEIOIIKH ICHYIOUHMX METOJIB 1 371HCHEHO TIOCTAHOBKY 3a/1a4i JJOCITiIPKESHHSL.

Y opyeomy po30ini peacTaBaeHO aOCTPAKTHY MOJICTb Ta 00’ €KTH JOCIiIKyBaHOT
npeaMeTHoi obmacti. Po3pobieno meton 3abe3nedeHHst BigMoBoctiiikocTi IT 3rigHO
IHTErpOBAHOTO 3aJTydCHHS HAIMIPHOCTEH, 110 JO3BOJISIE CTBOPIOBATH BiAMOBOCTINKI IT
110,10 BIuTuBiB 3113 Ta KOMIT FOTEPHUX aTak, a TAKOK OOTPYHTOBAHO HOTO €(DeKTHUBHICTb.

Y  mpemvomy po3Oini 3alpONOHOBAHO METOJ| 3a0e3MEYeHHS JKUBYYOCTI
cremianmizopanux IT 3rimHo aHamizy MapkepiB Ta 30epekeHoi iHdopmarii s
caMOIOCIIKEHHS, 1110 TTOKpalye 3ade3nedeHHs xuBydocTi IT B ymoBax Brumgis 3113
Ta KOMITIOTEPHHUX arak, a TakoXX OOrpyHTOBaHO Horo edekTuBHICTh. Kpim ToOTO,
po3pobieHo Meroj 3abe3medeHHs 3axucTy iHGopmalii cnemianizoBanux [T, mo
JIO3BOJISIE CTBOPIOBATH 3aCO0M 3 MOKPAILEHUM pIBHEM 3aXMILEHOCTI iHQopMmaii B
ymoBax BIUTHBIB 3113 Ta KOMIT IOTEPHUX aTak.

Y uemeepmomy po30ini 3anpOINIOHOBAHO METO]T 3a0€3MEeUEHHS BIIMOBOCTIMKOCTI,
KUBYUOCTI Ta 3axucry iHpopmauii cneuianizoBanux IT, mo no3Bossie cTBoproBatu
criemianizoBani IC 3 mokpaiieHuM 3a0e3MneueHHsIM BIAMOBOCTIMKOCTI, KUBYYOCT1 Ta
3axUCTy iH(popMallii 10 IUX BILUIMBIB, a TAKOX OIIIHEHO e(eKTUBHICTh MeTony. Kpim
Toro, HaBejeHo mnpukiag I[C Ha OCHOBI PO3pOOJEHOrO METONy 3abe3meueHHs

B1JIMOBOCTIMKOCTI, )KMBY4OCTI Ta 3aXUCTy 1HQopMarlii crienianizoBanux IT.



5. Cryninb OOIPDYHTOBAHOCTI HAYKOBHX II0JIO)K€Hb, BHCHOBKIiB i
peKoMeHaaNii, iX J0CTOBIPHICTb.

CdopmynboBaHi y quceprarlii HayKoB1 IMOJ0KE€HHS, BUCHOBKH 1 pEKOMEHIallli €
apTyYMEHTOBAHHUMH 1 MiIKPITIICHI YCITIITHOO peai3aii€ero.

OOIpyHTOBaHICTh HAYKOBUX IOJIOKEHb Ta BUCHOBKIB JUCEpTaIlii 0a3yeThCcs Ha
JETATBPHOMY aHaIi31 JpKepes, YiTKii MOCTaHOBIN 3a7adi JOCIIHKEHHS 1 BUKOPHUCTaHHI
Cy4aCHUX METOMIB AOCTIHKCHHSI.

JIOCTOBIpHICTh pE3yJbTaTIB AUCEepTallii MIATBEPIKYEThCS iX ampolaliero Ha

MDKHAPOJIHUX 1 HAIlIOHATPHUX HAYKOBHUX KOH(EPEHIIISIX, a TAKOXK 1X BIPOBAHKCHHSIM.

6. IpakTu4Hi pe3yJbTaT podoTH

VY pe3yabTaTi eKCIEepUMEHTABHUX JOCIIKEHb PO3POOJICHHX KOMIT FOTEPHHUX
3ac00iB OTPUMAHO TMOKpAIICH]I XapaKTEPUCTHKH BiIMOBOCTINKI, )KUBYYOCT1 Ta 3aXUCTy
iHdopmarii mo BrmmBiB 3[I3 Ta KOMITIOTEpHMX arak, OIIHOYHI 3HAYEHHS SKUX
HaBEJCHO B JAWceprallii. Pe3ympTaTh MOCHIIKEHHS BIPOBADKEHI TPH  PO3POOIT
koMItoHeHTIB IC B Oyxranrepii XMEIbHHUIIBKOTO HAIIOHAJILHOTO YHIBEPCUTETY, MPHU
ctBopenHi IT B TOB ITT (M. Xwmenbuuipkuii) Ta TOB «/lelimoc», a Takox, B

OCBITHBOMY TpoIleci XMETbHUIIBKOTO HAIIIOHAIIBHOTO YHIBEPCUTETY

7. Odopmiennss aucepramii, JAOTPUMAaHHA  BHMOI  aKaJAeMi4HOL
A0OPOYECHOCTI Ta NMOBHOTA BHKJAAY HAYKOBHX NOJ0KEHb Ta pPe3yJbTaTiB B
ony0/JIiKOBaHMX MPaUsX.

HucepraniiiHa po6oTa Ma€ JOT1YHY CTPYKTYPY 1 CKJIaIa€ThCs 3 aHOTALlli, 3MICTY,
Hepesiky YMOBHHUX CKOpPOYEHb, BCTYILY, YOTHUPBOX PO3IUTIB, BHUCHOBKY, CIIHCKY
BUKOPHUCTAHHUX JDKEpen Ta I'SITH aoaatkiB. [loBHuE obOcsr poGoTtw cTaHOBUTH 249
CTOPIHOK JPYKOBAHOT'O TEKCTY, 3 HMX OCHOBHHI TeKCT — Ha 160 cropinkax. Cnucok
BUKOPHUCTAaHUX JpKepesnl MICTUTh 136 HaiimeHyBaHb Ha 19 cropinkax. [luceprauis
MICTUTh 55 pucyHkiB Ta 4 Tabmuui Ta aoaatku — Ha 54 cropinkax. OQopMieHHS
JUCEPTAIIil BIAMOBIAAE YCIM HEOOX1THUM BUMOTaM.

VY nuceprtauii He BUSBICHO TEKCTOBHMX 3all03MYEHb 1 BUKOPUCTAHHS HAYKOBHX

pe3yNbTaTIiB IHITUX HAYKOBIIIB O3 MMOCWIaHb Ha BiAMOBIAHI JKepena.



PesynbTatu nocniakeHHs omy0JiKOBaHO y 12 HayKOBHX NpalsiX, 3 SKMX OCHOBHI
HAyKOB1 pe3yJbTaTH OIMYOJIKOBAHO y 6 HAYKOBHUX CTaTTAX y (axOBUX HAYKOBHUX
KypHanax Ykpainu. AmnpoOarisi 3acBigueHa myOsikaumisMu 6 mpamb y MaTepiayiax
MDKHApOJHMX Ta HAIllOHAIBHUX KOH(EPEHINH, 3 SKWUX JBI Mpalli IHICKCOBaHI Yy
HAayKOMETpHYHIiH 0a3i Scopus. OTpuMaHO OJHE CBIJIONTBO TIPO PEECTPAIlIo
aBTOPCBHKOTO TTpaBa Ha TBip (TIporpamy).

VYci chopmoBaHi HayKOBI TOJOKEHHS 1 pe3yibTaTh AMCEpTallii TMOBHICTIO

BHUKJIAJICHO B OHY6HiKOBaHI/IX npansx.

8. MoBa Ta cTuib aucepraniiiHol po6oTH

TekcT mucepTamniiiHoi poOOTH BHKIAACHO Y JIOTIUHIN MOCTiToBHOCTI. MaTepiai
JUCEPTaIlii JOCTaTHbO MPOUTIOCTPOBAHWM CXeMaMH, pPHCYHKamu, Tpadikamu i
TabuIIMA. MoBa 1 CTHIIb BUKJIAACHHS 3MICTY, OpOpMIICHHS qUCEPTaIlil BiAMOBI1aI0Th

BHUMOT'aM, K1 CTaBJIAThCS A0 HAYKOBHUX ITpalb.

9. 3ayBakeHHsI Ta TUCKYCiliHi M0JI0KEHHS 1010 3MiCTY JHCePTAILil.

OuiHIOIYM 3arajloM MO3UTHBHO HAayKOBE Ta MPAKTUYHE 3HAYEHHS OTPUMAaHUX
JMCEPTaHTOM pE3yJbTaTiB, XOUy BHUCIOBUTH PsJ 3ayBaXKCHb Ta PEKOMEHJAIM 10
JESKUX TIOJI0KEHb JUcepTallii, Ki MOXYyTh OyTH IPEeIMETOM HayKOBOi JHCKYCii Ta
HanpsMaMHU MOJAIbIIOT JOCHITHUIBKOT poOOTH, 30KpeMa:

1) IcHye po30DKHICTD Y KIIBKOCTI c(hOpMyIbOBaHMX 3aay AociimkeHHs (7) 1
KUIBKOCT1 BUCHOBKIB MO UCEpTaIliiiHiid poOoTi (5)

2) VYci myHKTH HayKOBOI HOBHU3HU PO3MOYMHAIOTHCS 31 CIIOBA «BIEpILIE», B TOU
yac KoJid 3700yBady TpUMaB aBTOPCHKE CBIJAOLTBO Ha TBIp (KOMII IOTEPHY
porpamy) TUIbKH Ha 4-i MyHKT HayKOBOi HOBU3HU

3) [Ipu omnwmci abcTpakTHOi MOJENl BIUIMBIB 3JOBMHUCHOTO IPOTPAMHOTO
3abesneyeHHs (po3nin 2) BiamideHo, mo BriauBu 3I13 moxyte Oytu
PYHHYIOUMMHU Ta HEPYWHYIOUMMHU, IPU IbOMY YaCTHHA HEPYHHYIOUMX BIIMBIB
B [I€BHI MOMEHTH MOKE€ MEPEeUTH A0 Kareropii pyiHyrouux (c. 57), ane npu
UOMY HIPHUYMHHU, 110 MOXYTh CIIOHYKaTH JO Takoi TpaHchopmailii, He

HaBeIeH1



4)

5)

6)

7)

8)

9

LIHHICTb.

Sk BugHO 3 HaBeneHoro rpadiky (puc. 3.7 c. 128), po3paxyHKH BUKOHaHI 3
BUKOpUCTaHHIM ¢opMynu 3.13, a B TekcTi aucepTaiii (c. 127) moMuiKoBo
BKazyeTbes dopmyna 3.12, 30kpema B TakoMy KOHTEKCTi: «OIiHOYHI
3HAYEHHS BiJIMOBOCTIHKOCTI TIpH immuieMeHTarlii B IC po3pobiaeHoro MeToay
3abe3nedeHHs BiqMoBocTilikocTi I'T 300pakeHo Ha puc. 3.7, ki po3paxoBaHO
3a popmymoro (3.12)»

[leBHi pucyHku, Hampukiaag puc. 3.2 (c. 113), mepeHacHMueHi TEKCTOBOIO
1H(pOpMaLI€LO, 1110 AEUIO MOTIPIIYE X CIPUHHITTS

B mucepramii (c. 73, octaHHIN a03all) CTBEPKYETHCS, MO OLTBIIT BHCOKOIO
BpasnmBicTiO Bix BrmBiB 3113 cTpaknaroTs kiieHTchki APM IC, ane »xomHOi
apTyMeHTaIlii Ha KOPUCTh I[OTO BUCHOBKY HE TIPUBOIUTHCS

Y  OinbIIOCTI BUCHOBKIB JUCEPTAIifiHOT pPOOOTH BIACYTHI  KUIBKICHI
CITIBBIIHOILICHHS

VY cnmcky omyOIiKOBaHHX pOOIT JOMIHYIOTH JIOKaJbHI BHJIAHHS 1 BIJICYTHI
CTaTTI B MIEPIOANIHUX BUIAHHSIX, 1HIEKCOBAHUX Yy HAYKO METPUYHUX 0a3zax
Scopus Web of Science, mo npemo 3HWXKYye Treorpadiro MOIIMPEHHS
OTPUMaHUX PE3yJbTaTiB

VY nucepTaliiiiHiii poOOTI 3yCcTpivaroThCs JACsKi TpaMaTiudHi Ta opdorpadivani

- Tt (M,
TIOMUJIKH, 30KpeMa Ha cT. 122 npu onmcani mapamerpa (M1 popmynn
3.11. («mpoueci» 3aMiCTh «IPOLECIB»), MYHKT 3 HayKOBOiI HOBHM3HH, Ha3Ba

Po3zniny 3, BucHoBok 5 To1110.

Pazom 3 TuM C.Hi,}:[ CKa3aTu, 1o 3a3HAYCHI 34aYBAXKCHHA ICTOTHO HE BIUIMBAIOTh Ha

3MICT JUCEepTaliiHOl poOOTH 1 HE 3HIKYIOTh il HAYKOBY HOBHU3HY Ta IPAKTHYHY

BucHoBKH 11010 AUcCepTAallii B HLIOMY

Ha ocHoBI BUKJIAJACHOI'O BHIIC, MOZXKHa 3pO6I/ITI/I BHCHOBOK, IIO I[I/IcepTaI_Iiﬂ

JOKTOpa

Cremroxa Mukoim BacunpoBrya «Metoau Ta 3aco0u 3a0e3medeHHsT B1IIMOBOCTIMKOCT
Ta KUBYYOCTI CIEeLIaTi30BaHUX 1H(MOPMALIMHUX TEXHOJOTIH B yMOBaxX BIUIMBIB

3JIOBMHUCHOI'O IIPOTpaMHOT 0 336631'[6‘-IGHH5{>>, nogaHa 10 3aXUCTy Ha 3,HO6YTT$I CTYIICHA

¢inocodii, € 3aBepIICHOI0 1 CaMOCTIHHOK HAayKOBOIO MpalElo, sKa MICTUTh

HAyKOBY HOBHU3HY 1 NMPAKTWYHY IIHHICT 1 BIAMOBIa€ BUMOTaM, BU3HAYCHUX HaKa30M



MOH VYkpainu 8in 12.01.2017 poky Ne40 «I1po 3arBepiukenns Bumor 10 odopmiaenns
aucepTaii» i 3aTBepakenoro nocranosoio KMY sia 12.01.2022 poky Nedd «llopsiky
MPUCYUKEHHA CTYneHA JoKTopa (inocodil Ta cKacyBaHHs PpilleHHSA pa3oBoi
crneuianizoBaHoi BYEHOT paaM 3aKiagy BHILOI OCBITH, HAYKOBOI YCTaHOBH MpoO
NPUCYUKEHHA CTyNeHA aokTopa dinocodiin, a 3100yBau 3aciyroBye npucyuKeHHs
oMY HayKOBOTO cTyrneHs AokTopa (isocodii 3a cnenianbiictio 123 — Komn'iotepna

IHIKEHEPIS.

Odpiuiiinnii ononent — 3acayxeHuit BUHAXi MUK YKpainu,
JIOKTOP TEXHIYHHX HayK, npodecop, npodecop kadeapu

iHpOpMALIHHO-00UHCTIOBAIILHUX CHCTEM | YIIpaBIiHHA,

HaUiOHATBHMT YHIPEPG ] Awnaroniit CAYEHKO

3aesipsio:
HAYATE HAK AC.

3ArAnsHOro-BiqanY




