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1. EnemeHnTH Teopii Ta NPAKTUKMA CTBOPEHHS MYJIbTUKOMITIOTEPHUX CUCTEM KOMOIHOBAHUX aHTUBIPYCHUX TPUMMaHOK
i MacTOK B KOPNOPAaTUBHUX MepeKax

2. Elements of the theory and practice of creating multicomputer systems of combined anti-virus baits and traps in
corporate networks

Pedepar:

1. Y nuceprauii 31ificHeHO aHasi3 METOMiB CUHTE3y 0OMaHHUX MYJIbTUKOMITIIOTEPHUX CUCTEM 3 IPMMaHKaMHU i
rnacTtkamu, kiacudikaiiro 06MaHHUX CUCTEM, aHaJli3 MOJIEJIIOBaHHS 3JIOBMUCHUX 3arPO3 3 BUKOPUCTaHHSIM
IIPMMAHOK, aHaJli3 METOIiB OpraHisalii (pyHKLiOHYBaHHS OOMaHHUX CUCTEM Ta METOZiB BUSBJIEHHS 3JI0BMUCHOTO
IIPOrPaMHOTO 3a6e3MeYeHHs i KOMITIOTEPHUX aTaK 3 BUKOPUCTAaHHSM IIPUMAaHOK i TacToK. B po6oTi 3anponoHnoBaHa
KOHLIET1lis BUpilleHHs] HayKOBO-TIPUKJIaAHOI IPOGJIEMHY, SIKA I10JIAra€ Y PO3BUTKY €JIEMEHTIB TeOopii i IpakTUKu
CTBOPEHHS MyJIbTUKOMITIOTEPHUX CUCTEM 3 KOMOIHOBAaHUX aHTUBIPYCHUX IIPUMAHOK i IACTOK Ta KOHTpoOJIepa

HpHﬁHﬂTTH piI.LIeHb B KOPIIOPATUBHUX MEPEKAX, pOBpO6J1€HO IIPpUHOUII CUHTE3Y MYJIbTI/IKOMH’IOTepHI/IX CHUCTEM 3



KOMOIHOBAaHMMMY [TPMMaHKaMU i TaCTKaMy Ta KOHTPOJIEPOM NPUMHSATTS PillleHb [1Jis1 BUSIBJIEHHS Ta MPOTUZIi
3JI0BMUCHOMY IIPOTPaMHOMY 3a6e3I1e4eHHIO i KOMITIOTEPHUM aTakaM, po3pobJIeHO KOHIEITYaJbHy MOJEJb
MYJIbTUKOMITIOTEPHUX CUCTEM Ha OCHOBI BU3HAYaJIbHUX XapaKTEPUCTHK, 3aIIPOIIOHOBAHO PO3PO0OIIEHI MaTeMaTH4Hi
MoJeJi 1711 KpUTEepiiB ONepaTUBHOCTI, CTIMKOCTI, L[iJIICHOCTI Ta 6€3MeKH 1010 LEHTPY CUCTEMU [IJIs1 BUOOPY
HACTYIHUX BapiaHTiB LieHTpaJi3alii, po3po6sieHO MeTO], BUBHAUEHHSI BapiaHTy LieHTpasli3allii B
MYJIBTUKOMITIOTEPHUX CUCTEMax Jj1s1 BUOOPY HAaCTYIIHOTO BapiaHTy LjeHTpaJisallii 3a KOMIJIEKCHUMU KpUTEPisiMu
OIIEPATMBHOCTI, CTIKOCTI, L[i/liCHOCTI, 6€3[1€KM Ta 3 BpaXyBaHHSM I10JIijly TUIy apXiTEKTYPU Ha LIEHTPaJi30BaHy,
4YaCTKOBO LI€HTPasi30BaHy, YaCTKOBO JELIEHTPasi30BaHy i lelleHTpali30BaHy, pO3p006JIeHO METO, OpraHizariii
(dYHKLIOHYBaHHS KOHTpOJIepa IIPUIHSTTS pillleHb [J1s 3a6e31ed4eHHs] BUOOPY OJIHOTO BapiaHTy BUKOHAHHS 3aBJlaHHS
i3 MiIrOTOBJIEHMX Ta ITPOIIOHOBAHUX 10 PO3IJISlYy BapiaHTIB IEHTPOM CUCTEMU 3 YPaXyBaHHAM I1OIIEPELHBOTO
IOCBily CUCTEMH i3 3aCTOCYBaHHs BapiaHTiB BUKOHAHHS 3aBJIaHHS, PiBHIB 6€3[1€KM KOMIIOHEHT CUCTEMU, KiIbKOCTi
KOMIIOHEHT Ta 3B'SI3KiB MiXk HUMHU, PO3PO0JIEHO METOJ], OpraHizauii PyHKIiOHYBaHHSI MYJIbTUKOMITIOTEPHUX CUCTEM
17151 3a6e31eYeHHs] CTPOMOXKHOCTI CUCTEM 10 CAMOCTIMHOI 3MiHM CBOIX BJIaCTUBOCTEM, OpraHi3allii e1eMeHTiB Ta

KOMITOHEHTIB i BCTAHOBJIEHHS 3B’3KiB MiXK HUMU 3 YPaxyBaHHAM CTaHy QYHKILIAHOI Ta KibepOe3neKu.

2. The dissertation analyzes the methods of synthesis of deceptive multicomputer systems with decoys and traps,
classification of deceptive systems, analysis of modeling of malicious threats using decoys, analysis of methods for
organizing the functioning of deceptive systems and methods for detecting malware and computer attacks using
decoys and traps. The paper proposes a concept for solving a scientific and applied problem, which consists in the
development of elements of theory and practice creation of multicomputer systems from combined anti-virus
decoys and traps and a decision controller in corporate networks, the principle of synthesis of multicomputer
systems with combined decoys and traps and a decision controller for detecting and countering malware and
computer attacks has been developed, a conceptual model of multicomputer systems based on defining
characteristics has been developed, and the development of mathematical models for the criteria of efficiency,
stability, integrity and security relative to the center of the system for the selection of the following options for
centralization, a method for determining the option of centralization in multicomputer systems has been
developed for the selection of the next option of centralization according to complex criteria of efficiency,
stability, integrity, security and taking into account the division of the type of architecture into centralized,
partially centralized, partially decentralized and decentralized, the method has been developed organization of the
functioning of the decision-making controller to ensure the choice of one option for performing the task from the
options prepared and proposed for consideration by the system center, taking into account the previous
experience of the system in the application of task execution options, security levels of system components, the
number of components and connections between them, has been developed a method of organizing the
functioning of multicomputer systems to ensure the ability of systems to independently change their properties,
organize elements and components and establish connections between them, taking into account the state of
functional and cybersecurity.
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Kamrranssn A.C., ABcieBud B.P., Hivennopyk A.O., CaBenko O.C. A. c. 124518, Ykpaina. Komn'torepHa rporpama
«[TpomixkHe IporpamHe 3ab6e3redeHHs] MyJIbTUKOMITIOTEPHUX CUCTEM CIIel}iai3oBaHOro pyu3HavYeHHs». Jlata
peecrpauii 11.03.2024

HaykoBa (HayKOBO-TE€XHiYHa) IPOAYKILis: TexHOOrii

Comnia;ibHO-€KOHOMIYHA CIPSIMOBAHICTb: CTBOPEHHS PUHLMIIOBO HOBOI MPO/YKIi (MaTepiais,

TEXHOJIOTI} TOMIO) AJ1s1 3a0€3MeYeHHs €KCIIOPTHOTO MOTEHIialy Ta 3aMillleHHIO iMIIOPTY; 3a0€311eYeHHS

IIPOMMCJIOBOCTI 4/ HACEJIEHHS HOBMM BUIOM iH(OPMAaLiiHO-KOMYHIKalifHUX TOCIIYT

OxopoHHi goKymeHTH Ha OIIIB:

Bunaxopau, KOpYCHI MOJI€JIi, TPOMUCIIOBI 3pa3Ku

Kamrranssn A.C., ABcieBud B.P., Hivennopyk A.O., CaBenko O.C. A. c. 124518, Ykpaina. Komn'iorepHa rnporpama
«[TpomixkHe IporpamHe 3abe3redeHHs] MyJIbTUKOMITIOTEPHUX CUCTEM CIIel}iai3oBaHOoro pyu3HadYeHHs». Jlata
peecrpauii 11.03.2024

BrnpoBaa>keHHS pe3yJIbTaTiB AHCEPTalii: BiposamkeHo



3B's130K 3 HAYKOBHMH TeMaMH: 0119U100662 0121U109936 0124U000980

VI. BizoMocTi mpo HayKOBOr0 K€PiBHUKa /KePiBHHUKIB (KOHCYJIbTAaHTA)

BaacHe IlpizBume Im's I1o-6aThKOBI:
1. CaBenko Ouser CraHicl1aBOBUY

2. Savenko Oleh S.

KBasigikamis: 1. 1. ., npodecop, 05.13.05

InenTudikarop ORCHID ID: He 3actocoyerbcs

JoparkoBa iHdpopmamnist:

IToBHE HafIMCHYBaHHH IOpH,ILI/I'-IHOi OCOOM: XMeIbHULIBKHIT HAL[IOHATIBbHUI YHiBEpCUTET

Kopg 3a €IPIIOY: 02071234

MicueSHaxo,T.pKeHHﬂ: BYJI. [HCTUTYTCBKA, 6y, 11, XMenbHULIbKUI, XMEeIbHULBKUN p-H., 29016, YKpaiHna
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH i HAayKu YKpaiHu

InenTudikarop ROR:

CeKTOop HayKH. YHIBEPCUTETCHKUI

VII. BizomocTi npo odiniiHHX ONIOHEHTIB Ta PELeH3€HTiB
OdiuiiiHi OTIOHEHTH
Baacue IlpizBumie Im's Ilo-6aTbKOBI:

1. MyxiH Bagym €BreHinoBny

2. Vadym Y. Mukhin

KBasigikamis: 1. 1. u., npodecop, 05.13.05
Inentudikarop ORCHID ID: 0000-0002-1206-9131
JoparkoBa iHdpopmamist:

IloBHE HaliMEeHYBaHHS IOPUAHYHOL 0C00H: HanioHanbHuii TexHiuHuil yHiBepcuTteT Ykpainu "KuiBchKuit

MOJIITEXHIYHUN IHCTUTYT imMeHi Irops Cikopcekoro”

Kopg 3a €IPIIOY: 02070921

Micue3HaxoaKeHHS: npocnekT bepecreiicbkuil, 6yg. 37, Kuis, 03056, Ykpaina
dopma Bi1acHoCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKH YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

CeKTOop HayKH: YHIBEPCUTETCHKUI



Baacwue IlpizBumie Im's Ilo-6aTbKOBI:
1. KoBaneHnko Anppiii AHaTOI0BIY

2. Andrii A. Kovalenko
KBasigikanis: 1. 1. u., npodecop, 05.13.05
ImenTudikarop ORCHID ID: 0000-0002-2817-9036

JoparkoBa iHpopMmamist: https://www.scopus.com/authid /detail.uri?authorld=56423229200;
https:/ /www.webofscience.com/wos /author /record /283165;
https://scholar.google.com.ua/citations?user=9KzEtDMAAAAJ&hl=ua

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOHM: XapKiBChKUIl HALIOHAJILHMUIT YHIBEDCUTET Pa/li0EIEKTPOHIKH
Kopg 3a €IPIIOY: 02071197

Micue3Haxoa>KeHHs: npocniekt Hayku, 6yz. 14, Xapkis, Xapkiscbkuii p-H., 61166, Ykpaina

dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH i HayKy YKpaiHu

Inentudikarop ROR:

CeKTOop HayKH: YHiBEPCUTETCHKUIL

BaacHe IlpizBume Im's I[1o-6aTbKOBI:
1. Bo3na Haranig SIpocnasiBHa

2. Nataliia Vozna

KBasigikanis: g.1.1., npodecop, 05.13.05

InenTudikarop ORCHID ID: 0000-0002-8856-1720

JoparkoBa inHdpopmamnist:

IloBHe HaliMeHYBaHHSI IOPHUAHUYHOI OCOOH: 3axinHOyKpaiHChKUIl HALIOHAJIBHMI YHIBEPCUTET
Kopg 3a €IPIIOY: 33680120

Micue3Haxoa KeHHS: ByJ1. JIbeischbKa, 6y, 11, TepHomisb, TepHoMinbchbkuii p-H., 46009, Ykpaina
dopma BracHOCTI: JlepxaBHa

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBITH i HAayKu YKpaiHu

InenTudikarop ROR:

CeKTOop HayKH:. YHiBEpPCUTETCHKUI

PeuenseHTu

VIII. 3aKkJIl04Hi BiZoMOCTi

BaacHe IlpizBume Im's I10-6aTbKOBI F'oBopymenko Tersna Onexcan/pisHa

roJIOBH pagu



Baache IlpizBuiie Im's ITo-6aTbKOBI

TOJIOBYIOYOTO Ha 3acCiiaHHi

BignoBigasibHUMH 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB

PeecTpartop

KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIIOBiZaJIbHUM 32 peECTpallilo HAayKOBOIi

OisSIIBHOCTI

l'oBopymenko TetsgHa OsekcaHgpiBHA

Hivenopyk Anppiit OsexcanipoBry

VKpIHTEI

[Opuenko TeTsHa AHaTOJIiBHA



